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1. Introduction

The Data Protection Act (DPA) 1998 has significant consequences for HE institutions, which collect a vast amount of personal data every year: staff records, names and addresses of those requesting prospectuses, examination marks, residence and catering information, references, information from applications, fee collection and other administrative functions, as well as some types of research data. This document is only concerned with research data. Please note that reading this document does not exempt the reader from other BSU requirements regarding familiarisation with the DPA (see http://www.bathspa.ac.uk/services/computing/procedures-and-regulations/data-protection/).

2. The 8 Data Protection Principles

BSU use of information is governed by the principles (below in italics) of the Data Protection Act, 1998 (the 1998 Act). Under the 1998 Act, personal data shall:

1 & 2.
Be obtained for a specified and lawful purpose and shall not be processed in any manner incompatible with that purpose: 

Data should not be processed unless

· At least one of the conditions in Schedule 2 of the 1998 Act is met, and 

· In the case of sensitive personal data, at least one of the conditions in Schedule 3 of the 1998 Act is also met

It is not possible to reproduce Schedules 2 and 3 in full here, but most importantly Schedule 2 asks that the subject has consented to the processing of their data, and Schedule 3 relates to the explicit consent (or other conditions) required for the processing of sensitive data (defined below). This synopsis of Schedules 2 & 3 and sensitive data should not be taken as definitive; readers should refer to the Act itself and the guidance provided by the Information Commissioner at http://www.ico.gov.uk.
3.
Be adequate, relevant and not excessive for those purposes

4.
Be accurate and kept up to date

5.
Be kept for no longer than is necessary for that purpose

6.
Be processed in accordance with the data subject's rights

7.
Be kept safe from unauthorised access, accidental loss or destruction

8.
Not be transferred to a country outside the European Economic Area unless that country has equivalent levels of protection for personal data

also see http://www.bathspa.ac.uk/services/computing/procedures-and-regulations/data-protection/)
3. Key Definitions in the 1998 Act

(also see - http://www.bathspa.ac.uk/services/computing/procedures-and-regulations/data-protection/definitions.asp).
Data

‘Data’ is any information: 

· Stored in a form capable of being processed by computer or other automatic equipment (such as most computer files, including word processor, database and spreadsheet files) 

· Recorded in any form for later processing by computer or other automatic equipment (such as information collected from registration forms; CCTV pictures) 

· Stored as part of a relevant filing system or intended to be included in one in the future (including card files or filing cabinets structured by name, address or other identifier; Rolodex; etc) 

· Not covered by the above but part of an accessible record under s.68 DPA 1998 (such as a set of notes kept by a counsellor employed by the University). 

Personal data

‘Personal data’ are data that relate to a living individual who can be identified from that information, or from that data and other information in the possession of BSU. These include any expression of opinion about the individual and of the intentions of BSU in respect of that individual.

Sensitive personal data

The 1998 Act distinguishes between ‘ordinary personal data’ such as name, address and telephone number and ‘sensitive personal data’ including information relating to racial or ethnic origin, political opinions, religious beliefs, trade union membership, health, sex life and criminal convictions. Under the Act the processing of such data is subject to much stricter conditions.
Data controller

The ‘data controller’ is Bath Spa University, and is so identified in the University’s entry in the Data Protection Register.

Data Protection Officer

The ‘Data Protection Officer’ is the nominated officer in the University’s entry in the Data Protection Register. He or she is nominated by the Director and is responsible to the Director and to the Board of Governors for the implementation of the University policies relating to the Data Protection Act and related Acts. The responsibilities of the Data Protection Officer are defined (see http://www.bathspa.ac.uk/services/computing/procedures-and-regulations/data-protection/definitions.asp).
Data subject

A ‘data subject’ is any living individual who is the subject of personal data.

Data subject access

‘Data subject access’ is the right of an individual to access personal data relating to him or her which is held by the University.

Data owner

A ‘data owner’ is a person authorised manage the processing of data on behalf of the University. Data Owners are named in a list maintained by the Data Protection Officer and published on the Computer Services website.

Processing

‘Processing’ includes technical operations on data, such as organisation, retrieval, disclosure, and deletion; but also obtaining and recording data; the retrieval, consultation or use of data; and the disclosure or otherwise making available of data.

4. Use of Personal Data in Research 

As under the 1984 Act, the 1998 Act provides certain exemptions for "research purposes" including statistical or historical purposes. s.33 of the 1998 Act exempts personal data used for research purposes from certain of the data protection rules. If the purpose of the research processing is not measures or decisions targeted at particular individuals and it does not cause distress or damage to a data subject, it is exempt from: 

• the second data protection principle, meaning that personal data can be processed for purposes other than for which they were originally obtained; 

• the fifth data protection principle, meaning that personal data can be held indefinitely;

• the data subject’s right of access to his personal data (s.7) where the data is processed for research purposes and the results do not identify data subjects. 

Section 33 does NOT give a blanket exemption from all the Data Protection Principles to data provided and/or used for research purposes. Researchers wishing to use personal data should be aware that most of the Data Protection Principles will still apply (notably the requirement to keep data secure) and there should be an assessment of the legality of processing on each occasion data are provided for research purposes. Periodic assessment of the nature of data protection procedures and practices in research areas should be carried out. 

The Data Protection (Processing of Sensitive Personal Data) Order 2000 para.9 provides that processing in the course of maintaining archives for research purposes is permissible where the sensitive personal data are not used to take decisions about any person without their consent and no substantial damage or distress is caused to any person by the keeping of those data.

	HE and FE institutions should ensure that:

• employees and students are aware that, while some exemptions are granted for the use of personal data for research purposes, the majority of the Data Protection Principles must still be conformed to – there is no blanket exemption.

• in all circumstances where personal data is to be used for research purposes that there has been an adequate review, in advance of processing, to ensure that the requirements of the 1998 Act can be adhered to.

• data protection [procedures and practices in research areas are monitored periodically to ensure adequate compliance. 

• a suitable mechanism is in place to ensure that data subjects whose personal data is to be, or has been, processed can meaningfully exercise their right to object to the processing of that data on the grounds that it would cause them, or has caused them, significant damage or distress

• particular care is taken when the processing involves sensitive personal data.

	 HE and FE institutions are advised always to provide as clear guidance as possible to data subjects whose personal data will be used in research as to why the data is being collected, and the purposes for which it will be used. 
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